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Weaknesses of Monoalphabetic Ciphers

As early as the 9th century, the great weakness of monoalphabetic ciphers (Caesar cipher) was rec-
ognized in the Islamic world. The distribution of letters follows a specific but constant pattern in

every language. As explained in the last section, the letter ‘e’ is by far the most common letter in the
English language.

To demonstrate that this applies to any given (longer) texts, the text of the Book of Revelations from
the King James Bible was analyzed. The resulting distribution of letters was plotted against the
distribution from the table. The result is shown in the figure below.
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The graphic shows that for a text length of 57,891 letters, the distribution in a literary text is almost
identical to the general frequency distribution in the English language.



The following graphic shows what happens to the distribution of letters when the same text is en-
crypted with a Caesar cipher.

Comparison of Letter Frequencies of the Encrypted Text
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It is clearly visible that the distribution follows the same pattern - shifted by six positions. This
analysis allows the decryption of the text without having to try all possible key alphabets.

Vigenere Chiffre

The Vigenere Cipher is a polyalphabetic cipher. The method is named after Blaise de Vigenére (1523

- 1596). Polyalphabetic means that not one shift is used for encryption, but - changing after each letter
- several shifts are used.

To achieve this, a so-called Vigenere square is used as shown below.
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To encrypt a plaintext, the Vigenere method requires a keyword. The keyword should be as long as

possible. The following example is intended to show how the Vigeneére method works. The plaintext

to be encrypted is ‘Cryptology is amazing’ and the key is ‘Buelrain’.

As an aid, text and key are presented in a table.

cryptologyisamazing
buelrainbuelrainbue

The key is repeated without spaces until the letter sequence of the key is as long as the letter sequence

to be encrypted.

Next the letter to be encrypted is searched in the header of the Vigenere square. This identifies the
column with the shifted alphabet. The encrypted letter is obtained by searching in the column with



the row headers the letter of the key located under the letter to be encrypted. The intersection of the
row with the previously found column corresponds to the encrypted letter.

cryptologyisamazing
buelrainbuelrainbue
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On a computer, the Vigenere cipher can be implemented by using modular arithmetic. To do this,
each letter is assigned a numerical value according to the pattern a = 0,b = 1, ...,z = 25. The
encryption is then performed according to the ‘formula’ C; = (P, + K;) mod 26 where the letters
C' stand for the ciphertext, P for the plaintext and K for the key. The index ; stands for the i-th letter
in the text sequence.

The example above can be illustrated as follows.

c r v p t o 1l o g i e s a m a z 1 n g
02 17 24 15 19 14 11 14 06 08 04 18 00 12 00 25 08 13 06
b u e 1 r a i n b u e 1 r a i n b u e
01 20 04 11 17 00 08 13 01 20 04 11 17 00 08 13 01 20 04

03 37 28 26 36 14 19 27 07 28 08 29 17 12 08 38 09 33 10

03 11 02 00 10 14 19 01 07 02 08 19 09 19 00 02 01 07 17
b L. ¢ A K O T B HC I T J T A C B H R

For decryption, the same formula can be used, but with a minus instead of a plus (P; = (C; — K, +
26) mod 26). The addition of 26 in the brackets is used to avoid negative numbers.

How the Vigenere cipher affects the distribution of letters can be seen in the graphic below.
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It is quite obvious that the distribution of letters in a polyalphabetically encrypted text is signifi-
cantly different from that in normal text. The Vigeneére cipher was therefore considered ‘la chiffre
indéchiffrable’ for about 300 years.

However, a special case of the Vigenere cipher is actually not decipherable. This is the case when
the key is longer than the plaintext. This is called the “One-Time Pad”.
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